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Personnel & Administrative Reforms Secretariat
NOTIFICATION
No. DPAR 13 EGM 2007, Bangaloe dated 10™ August 2007
In exercise of the powers conferred by section 90 read with section G of the Information

Technology Act. 2000 (Central Act No.21 of 20001, the Government of Karnataka hereby, makes
the following rules, namely:-

1. Tithe and commencement.- (1] These rules may be called the Karmnataks Information
Technology (lssue of Digial Extracts and Certitficates for e-Governance Projecia) Hules, 2007,

2] They shall come tnlo force from the date of thetr publication in the Officlal Garette
2. Deflaitions.- In these rules, uniess the conlext otherwise requises, -

{n) W:mw in relation to any e-Dovernance Service means ithe Secrelary
Geovernment incharge of the departmental service allooated under the Hamataka
Allocation of Bustnesa) Rules, 19770

(b “competent authority”, tn relation to any e-Govemance Servioe means the Secretary to
Gorernment,

le] “departmental digital certificate controller” means an officer deaignated by the
appropriate authority for managing the issue maintenance and archival of issued
digital certificates lssucd for the purpose of delivery of o Governance services al the
departmental level,
i) “departmental digital systens controller” meana an offlcer desimated as such by the
appropriate authority, for the purpose of ensuring Lhe securily of the computer
mmmmmmwmmmmﬂ\wd
e-(overnance services;

iel “deparimental documents security coptroller” means an officer so designated by the
appropriate authority to ensure the security of documents and data in chectronie form
related to Lhe department’s e-Jovernance services;




i “departmental e-Govermnance deltvery agenl” means a person 8o appointed for the
mmﬂwﬂwmmllmww
cenires;

1@ “departmental e-Governance delivery centre” means Lhose e-Gavernance service centres
which are established and operated, mmmdh-w-m-fm
e-Govemance services are delivered by e-Governance delivery agent

(11} mqwmmmnmm-mmmnd.u
Kamataka Land Revenue Act, 1964 (Karmnataka Act 12 of 1964);

(il “Drrectar, EDCS" meana Director, Electronic Delivery of Ciitzen Services;

1] Wnu:?uddwq-? eins & person 5o appointed under these rules for the
Purpose sciling up a e-Govermance delivery cenire and delivery of any
e-Governance Service from such Center;

(k] “e-Governance delivery centres” means e-Governance centres other than departmental
e-Governance delivery centre which are established and maintained by e-Governance
delivery agents or e-Governance delivery aorganisations with the approval of the
competent authority under these rules to deliver e-Governance services;

M “e-Governance delivery organtmtion” means organtmbion which permEtted
mmmrumuwmmummwmu;:u

it “e-Governance digital certificate controller” means an officer so designated by the
competent authartty for the purpose of specifying the procedures of e-Governance
mwmnmwuﬂmmmrmwwﬂmﬁ
e-Governance services and to awdit and certify the Implementation of the prescribed
procedures;

fn] “e-Governance digital systems controller” means an offioer so designated by the
competent authority for the purpose of specilying the procedures for malntenance of
the securily of the computer systens incuding the software and peripheral devices
mmmmmﬂm-mmmmmuwwu
digital sysiem controller used for the delivery of e-Governance services;

[o} “e-Governance documents securily controller™ means an offioer so designated by the
competent authority to specily Lthe procedures o be lollowed by department doouments
sccurity controller for the sscurity of the electronde decuments and data related to
e-Governance Services and to audit and certify the implementation of the specified
procedures; ¥

Ipl “e-Governance service” means services pertaining to matllers specified in Schedule |
and such of those matters notified by the competent authority by notification and
includes services Hke receiving .applications, petitions and other similar
representations. collecting specified charges and issulng acknowledgments thereod,
deltvery of print-outs of any digital extracts, ceriificates, documents or permissions
matntained in electrondo form, or of any olher electrontc communieatlons recebved from
the principal office or any office or functionary: and services delivered to varous
Government departments using the [T infmstructure through the e-Govemance
delivery centres or departmental e-Governance delivery centres;

(g} "Harmataka document integrity protection system” means the system of sscured

. storage of clectronic records, and issuance of the same in the form of documents to
cltizena as per rule 13,

(v} “Principal Office™ with respect 1o a service means the ofllee of that department of the
State Government which is accountable under law for the time betng for delivery of the
service Lhrough e-Governance project.

(sl “specified charge™ means any duly authorised tax. charge, due or any olher money
mqupmnanmmwunmmwmm
through the e-Governance delivery agent who is authorised 1o collect under these rules
of under general or special orders of the State Government or the competent authorily
and includes service charges:
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(t) “spectlicd compuler rescurce” means the computer resource including beoth the
hardware and software as spocified, whether genenlly or spectfically, by the State
Government or the competent suthority and for different purposes different computer
rescurces may be specilied;

) manner” the
':lwﬂﬂl# ml::lm manner specified, whether g mﬂm Wy
mm.mmwmwmwmwm

i) "Schedule” means schedule appended to these rules; -

the case may be;

Verification official® means a Government appropriate
authority to certify the genuineness of the certificates issued from the e-Governance
deltvery cenlres or deparimental deltvery centre by putiing his ink

3. Powers and functions of the sppropriste authority. The appropriate authorty shall -

(] appoint the departmental documents security controllers, departmental digital certificate
controllers, and departmental digital systems contiollem and depaitmental e-Governance delivery
agents and supervise Lheir functioning:

b supervise the departmenial e-Governance cenlers and conduct periodical audit of their

lc) may appotnt & Verification official tn vartous subordinate offices.,

4. Powers and functions of the competent authority.- The competent authority,-

~ mmmmmmmmm

b} may potify e-Covernance service in accordance with rule 9;

(e} may specify the manner of proper and secure custody,. and of maintenance, safety and
operation of specificd compuler resounoes,

4] may motty the principal offices on whose behall the e-Governance delivery agent or
e-Governance delivery agent shall be authorised to provide notified e-Governance
services;,
(e} may netify such e-Governance delivery cenitres;

guarantees or in any olher manner,

[h may by nolification specily the minimum nfmstructure required for the e-Governance
organisation or departmental =-Governance delivery cenire in order to enable it to provide

uwwmmhmummmww
departmental e-Governance delivery agent and e-Governance delivery organisation;
uwmmmummwmmmuwmm
uwkﬁmﬂ proviston of any notified e-Governance service of for the
elfeciive functioning of the e-Governance delivery cenlre or depastmental e-Governance debivery
cenilres,
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5. Powers and functions of Director, EDCS.- The powers and functiona of the directar, EDCS
shall be the following, namely:-

&) to enter Inlo agreement with the e-Govermance delivery organization. as appointed by
competent authority, for discharging of responsibility of both parties for deltvery of e-Governance
services,

) 1o review the working of c-Governance delivery argantzations and ngents;

[g) to enforos service level agreement (SLAs) and make payment to e-Governance deltvery

. cigankmations, and e -Governance dellvery agents afler deducting penalty If any, towards its share
of service charges as per agreement;

{d] any other task or functions notified by the competent authority.

6. Permisslon to e-Governance Dellvery Organisation.- (1] The competent authority shall
evaluate the responses of any firm or a person who applicd in responses to notification under rule 4
and shall select such flrms or persons through a transparenil process In adcordance with
ermthuhhmtm_nmh&nﬂumbﬂqmm

(2 The e-Governance delivery omganiestion ahall appolnt such number of e-Governance
delivery operators permitted by the competent authority to work in such places sul to such
conditions as may be specified in these rules and by the competent authority. i

7. Appolntment, termination and eligibllity criterla ete.. of e-Governance dellvery
q-u-lm-lli The Deputy Comunissforers shall appoint e-Governance delivery
agents in respect of those centres which are so notified by the competent authorily after gving
wide publicity in more than one widely circulated news paper of which one shall be in Kannada,
mwmmmmmmmmmwum An appointment

e-Governance delivery agent shall be for a period of two years on completion of
M!Mhmﬂuﬂh“ﬂwum-wﬁunﬂ-w
authority.

{2} The Deputy Commissioners terminate the agency of e-Governance deltvery agent after
MIMGMWHMEMHMMMNMwIMEM
wiolaling conditions stipulated in the agreement of agency.

3} The competent authority shall be at liberty to relax the cligibility criteria for appointment of
agents and operators o persons belonging to disadvantaged seetions of the soclely like women,
challenged.

) The competent authorily may lssue sultable guidelines and clrculars from Wine 1o Ume Lo
clardy any lssues relating to eligibility and to further refine or enhance the eligibihity criteria.

8. Functlons of the e-Governance delivery agent and operatofs.- (1) The e-Governance

(11} he shall recetve requests for all the e-Governance services offered like BHOOMI.

[i11] he shall submit the applications genemated through software and all other
: related documenis ailached to the application lo concerned principal office for
proceasing the request;

()  he shall allow field level executives of different departiments Lo use the hardware
and other related periphemls at his lele conlre o approve tmnsaction or upload
physical verification reports;

(8] MMWMMMWMM““M“M
and getting proceased with the required speed so that; service can be deliversd
in specified time. He has to check staius of the requesis regularly and should
take-up matters with senior officials if there is inordinate delay;
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v} he shall ensure that, certificates forders to be issued (o eltlzens are collected in
Uime froim taluka/district offioes and delivered to citizens concemed,

(2} Since these tele centres would acl as virtual offices of the government in villages
e-Governance delivery agent and operators shall ensure the credibility of the Governmend s

9. e-Governance service to be notlfied.- (1] In addition o the services mentioned in
SMEéﬁummmwmwmmmuummm oF candl any entry
in Sched

mmdmundnmn;mdm"mmhmqwm
the matters of service fulfills the requirements latd down in Schedule 11

10. Elgibllity for appointment as e-Governance delivery agemt and operstor.- No
mmhdﬂhhmummmﬂywdmm
dmmammuemmwmumm

11. Departmental support system.- The appropriate authority shall ensure that such
measires as are essentlal and are required within the depariment to discharge the functions of the
documents security controller, mmmmmmmmw
departmental level are introduced.

llmﬂdﬁlﬂﬂﬂh’ﬂr Depantmental e-Governance delivery centers are
deemed to be e-Govemnance delivery delvery centers as far as the delivery of e-Govemnance service 1s.

13. Specified Computer rescurces at dellvery cemters.- (1) The apecificd computer
resources used al o departmental e-Governance delivery centre and at the e-Governance delivery
cenires for stering electronic records and issuing documents for potified e-Governanoe services
shall be either those provided by the State Governomendt or i not provided by the State Government,
may be audited by the Slate Government before or after those are used for the delivery of
e-Governance services.

(2} The provision of audfting of the specified computer resources by the State Govermment
shall be applicable for both Lhe hardware and software.

(3 The specified computer resource shall be used in the specified manner and the same may
be audited by the State Government.

14. Karnmataka Document Integrity Protection System.- (1) The documents ssued at the
deparimenial service delivery centres and e-Governance delivery centers shall be secured an per
procedure oullined in Schedule IV which shall be referred to as the Kamnataka Documents Integrity
Protection System (KDIPS).

(2} The software used for creating, modifying and storing elecironic records thal are used o
issue documenis al e-Covernance service and department e-Governance service delivery cenltrea
shall implement the procedure as specified by the KDIFS.

(3] The appropriate authority shall specty for each service an authority to certify that
elestronic records are maintained and secured as per KDIPS.

mmmm.nthmmﬁmmmmm
physically signed e-Governance
delivery agent and the e-Governance service delivery agent or the operators respectively Lo confinm

that the system and its working complies with chause (b of section 65 of the Indian Evidence Act,
L&TZ (1 of 1872).
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(5) The competent amend, the procedures provided under KDIFS through
mmmwmm, o4 3

15. Charges.- (1) Specified charges to be paid by a person to avall any e-Governance service
shall be notified by appropriate authaority from time to tme. '

(2] Service charges to be to e-Governance delivery agent or e-Governance delivery
organization as the case may be for various notified e-Governance Services shall be specified by the
competent authority from tme Lo time.

(3 No e-Governance delivery Mmumdmhwm

16. Presumption with regard to specified charges pald to e-Governance delivery agent.-
In case of any specified charges, including service charge. paid
delivery agenl or o department c-Governance delivery agent In respect of any

m.m.mtmummwmwm-mmu |
respurce, signed and provided to such person by the Agent shall, prima facie, be proof of such

payment and it shall be presumed that the dues or claims, for which the acknowledgment is
purportedly issued, have been satisfied to that extent:

Provided that mere payment by (iself shall not create right, tille, condonation of delay,
cxicnsion in the period lmitalion or relaxalisn In faveur of such person for which he is not
EDCS

otherwise entitled
© 17. Resolutlon of disputes.- (1} Disputes I amy between the Director,
between

20. Rules not In derogation of any other law.- The provisions of these rules ahall be In
mmmm.mawmammmmmmmmm

by any perscn o an e-Governance |
e-(overnance




]
Schedule 11
(see rule 9 i)

for notification of a service e-Governance service
Requirements e L] as provided through

11) When a service s (o be nolified as e-Governance service delivered through e-govemance
delivery center, the following requirements need to be satisfied, namely:-

fa) The documents ssued by the service shall be integrity protected by KDIPS or by an
equivalent alternate mechanism; .

) In case the mechanism is nol projected by KDIPS. the alternate mechandsm needs 1o
. be audited and approved by an auditor appointed by the competent authority

(2] The computers and other electronic systems used in service delivery shall be subject to
audit and approval by the e-Governance digital syatems controller, e-Governance document
security controller and the e-Governance digital certificate controller.

Schedule 1
(see rule 9

Eligibility qualification for e-Governance delivery agents and operators
1. The following ks the eligibility required for appotntment of an e-Governance delivery agent:

1. Every prospeciive E-Governance Deltvery Agent shall have the minimum computer
hardware, peripherals and intemel conneciivity as specifibd by the competent aulhority
from time Lo time.

2. The agent shall be a Computer literate must have passed 12* Standard examination. He
must be acquainted with basic skills required to operate a PC. He must have the
knowledge of switching cn/oll a computer, managing files and folders, comimon offlce
documents ke mmmmmﬂm
printouts. The agent shall manage the computer which Mlmnr
The agent must know how to read, write and speak (n Kannada.

The agent must have a mindrmum (yping speed of 25 wpm in both Kannada and English.
The competent authority shall conduet a competitive test, written or online. for selection of
E—mmm
Wwwmmnw-ﬂmﬂmmmm
applications as delermined by the competent authority.
. The agent shall an online teat admindstered by the competent authority to nasess
hul:wq:uur and knowledge of the E-Governance applications.
competent authority shall be at liberty to relax the cligibility eriteria for agents from
mmu‘mmmm SC/STs and the Physically Challenged.
9, The Government shall have powers under the scheme to lssue sultable gusdelines and
circulars from tme to time to clanfy any sues and to further refine or enhance the
- eligbility eriteria.
10. The Competent Authority shall provide adequate reservation for SC/5T and OBC and other
classes in accordance with DFAR guidelines for reservation for appointment in appointment
of e-Governance delivery agenils.

11. Shall remdt such amount as deposit in Government as be specified by the competent
nmnmwhhummmuﬂmw":f

& maw
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2. The is the for k af the

L. The operalor must be a bolder of a Diploma in computer Application and should have an
educalional qualification of a minimum of 12* Standard,

I. 2. The operator should know how to read, wrile and speak in Kannada,

3 ;hwumum-nwmummwdﬂmmmmm

4. The cornpetent authority shall conduet test, written or online, for selection of operator.

5. Before appointment the shall have o underge a formal tralning on the E-Gevernance
m-ﬁ«uﬂﬁhmm.

6. The agenl shall an online test administered by the competent nuthorily Lo ansess
basic computer mmdmnamazum

7. The e-Governance Deltvery Ornganisation shall also provide reservations for SC/ST and
mamuumummmmnm-mmnmwmm
appointnwents.

8. Shall remit such as deposit in Government, as may be specified by the competent authority
Mﬂhfmﬂrﬁmwdwﬂmmdé.

Schedule TV
{see rule 13a) -

Karnataks Digital Documents Authentication System (KDIPS)

Subject to the application specific parameterization specific to certaln applications_the technical
details rvolved in the document Integrily protection mechanism envisaged under Rule 11 of the

notification comemon to all applications that use the integrity protection mechanism are as follows:

1. mumum
u. Published Document structure and fleld mapping:

values and the arangement and grouptng of flelds. The actual electronse
decument to be signed shall be represented as an XML document.

ii. Canonjealization Steps: Additional steps 1o be followed to remove ambiguities
in representing ithe electronic document in accordance with the XSD shall be
specified for each document type.

! 1. These shall include
a. The character encoding scheme ASCILUNICODE]

b. The inclusion/removal of white-space chamcters [TAB, SPACE,
~ CARRIAGE RETURN) that sepamte structuring elements,
character casing convention (UPPER/LOWER casel and other
document specific rules 1o be followed in arriving at an electronic
document prior 1o the application of a digital signature
b. Mapping scheme mmupﬁukm;mmmpmm
elecironte doecument structure, an unambiguous mapping scheme shall be
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that speeifies the means of exactly and completely mapping the flelds in the clectronic
representation form with the fields printed in the printed document.
¢. Unique Representation: The document structuring scheme,  additlonal
wmwwmpmummdmmmmum
mapping shall ensure that the document (s "unique” in Lhe sense Lhat:.
i m;mmmMMmMWMMMW
that corresponds exactly.
1. mmdﬂmﬂh{ﬁmpﬂdmmﬂm
be unumbiguous
d. The above structure, canonloalization steps and mapping scheme shall be avatlable for
open inspection any-lime on-demand through a web-site whose address shall be

e. Two software applications shall be created and pubilished thal can
i mmmmmmmmmmhmdm
document and display the same on a computer display

il. Allow for and accept the re-entry of printed data and regenerale the (electronic)
XML document from the re-entered data.

2. Digital Signing Process:
L mmmmmww-mmmMu
structured according te the published document structure described and
canandcaliztion steps deseribed previously

I Digital Signature Generatlon:
1. Signert This document ahall be digitally aigned by an Authorized Document
Stgner using the private signature key of this autherized official.

il. Application Specific Parameterizations: The detalls below are application
apeeific and shall be specified in the application parametertzation seclions
for each application

1. ‘The designation of the authorized document signer
a. The place where the signer's his/fher private key s o be
b, Whether a document is o single unit or a composite of parts

each of which requires a separate digital signature posaibly by
scparate authoriced document signers.

. Certificates for signing: The ceriificale issued lo the authorized signer shall be
retrieved from the cenificate store for signing the documents

.W.II-HM Digital Signature: The digital signing will involve the creation

. In a simplified sense,
of the electronic data
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| The rithims /standards used in the
by el

1. Hashing Algorithm: SHa

2. Sigaing Algorithm: RSA

3. Signed Data Formatting: PHCS7
. 4. Certificate Format: X509

3. Storage Procesa:

I. The electronie detached digital signature shall be stored in the application database
for retrieval and printing. . ;

I When a document needs ta be printed, the application software shall ensure that saly
wmmwmmmmmmmhum
proceas described below,

1. Mummwwmmummmmmmu
stored al a Secure Datn Store.

i. Application speciflc parameterization: The choice of the secure data store
shall be an application specific decision that shall be previded in the
application specific parameterization section for each application,

4. Printing Process i :
L Base 64 Encoding: The electronde detached digilal signalure shall be Basefi4 encoded

I 2D Barcode Printing: The Basefd encoded detached signalure shall be
converted to an electronde 20 barcode according Lo a a PDF417 2D barcode

I mmmmummmmmﬁmm Png
scheme described in the pre-requisites section, e

V. The electronic 20 barcode shall be printed on the same physical paper

5. Document Change Management Process :

I Whenever a decument is changed, the digital signature [for the whole document or for
the changed part in the case of & composite document) shall be generated afresh by
the authorized official/s by resigning the document lor changed parta)

I Application specific parameterization: The change management process
for each application shall be described in the application specific
n section for each application which shall provide the details

parnmelerizatio
regarding the document resigning.

6. Document Signature Verification Process
The technical details involved In verifying a given document with & bar-coded digital
signature are below; 0

8. 2D Bar Code decoding: The printed barcede on the document shall be decoded using a
20 barcode scarmer to oblain the encoded detached dighial signature. The algorthm
used to decde the barcode into electronic data shall be specified.

L If the barcode reading fails, the document verification shall be deemed to havé
falled for the document n question

l.mmmmmmmmummu
recaver the electronle form of the detached digitally signed datn, whose format shall be
mhhlwmhhmlmmum“mt-
inchaded.










